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Security Breach Response
Checklist & Incident Report Template
Data Security & Privacy Addendum — Control Reference: Section C
	IMMEDIATE ACTION REQUIRED
Notify KHA within 48 hours of discovering a breach:
Email: KHADataSecure@coj.net  (request read receipt)  |  Copy your KHA program manager
If email is unavailable, call: 904-255-4410


PART 1 — RESPONSE CHECKLIST   (Complete in order)
Work through each step as soon as a breach is confirmed or suspected. Check each box; note who completed it and when.
Phase 1 — Discover & Contain   (First 2 hours)
	
	Action Required
	Notes / Owner / Timestamp

	☐
	Confirm the incident
	Who discovered it? What system? What data?

	☐
	Isolate the affected system(s)
	Disconnect from network if active; do not turn off device

	☐
	Preserve evidence
	Do not delete files, logs, or emails; screenshot what you see

	☐
	Alert the Cybersecurity Point Person 
	Name the incident lead now

	☐
	Assess whether email is safe to use
	If email is compromised, call 904-255-4410


Phase 2 — Notify KHA   (Within 48 hours)
	
	Action Required
	Notes / Owner / Timestamp

	☐
	Email KHADataSecure@coj.net with read receipt
	CC your KHA program manager

	☐
	Include: date or date range of breach
	Estimated date is acceptable if exact is unknown

	☐
	Include: description of what happened
	

	☐
	Include: what PII was accessed or likely accessed
	

	☐
	Log time and name of person who sent KHA notification
	


Phase 3 — Notify Cyber Insurance   (Per your policy)
	
	Action Required
	Notes / Owner / Timestamp

	☐
	Call or email your cyber insurance carrier
	Check policy for timeline — typically 24–72 hours

	☐
	Log carrier name, claim number, and adjuster contact
	

	☐
	Coordinate further notifications with KHA before informing third parties
	Addendum Section C.2


Phase 4 — Remediate   (Ongoing until resolved)
	
	Action Required
	Notes / Owner / Timestamp

	☐
	Change all passwords for affected systems
	12+ characters; use password manager

	☐
	Revoke compromised credentials or tokens
	

	☐
	Re-enable or harden MFA on affected accounts
	

	☐
	Patch or update the exploited software or system
	

	☐
	Conduct root cause analysis
	How did this happen?

	☐
	Update PII inventory (M3) to reflect changes
	

	☐
	Review and tighten access permissions (M4)
	


Phase 5 — Legal & Regulatory Notifications
	
	Action Required
	Notes / Owner / Timestamp

	☐
	Confer with KHA on notifying affected individuals
	Florida FIPA: generally within 30 days

	☐
	Determine if FL Dept. of Legal Affairs notice required
	

	☐
	Document all decisions and rationale in writing
	


Phase 6 — Close Out
	
	Action Required
	Notes / Owner / Timestamp

	☐
	Complete the Incident Report (Part 2 of this document)
	

	☐
	Brief leadership on what happened and what changed
	

	☐
	Update policies or training based on lessons learned
	

	☐
	File completed report with Cybersecurity Point Person
	




PART 2 — INCIDENT REPORT   (Submit to KHA, if requested)
Complete all fields below. This report satisfies the KHA Data Privacy Addendum Section C.1 notice requirements. Attach additional pages if needed.
SECTION A — Incident Identification
	Organization Name
	 

	KHA Program(s) Affected
	 

	Report Prepared By
	 

	Title / Role
	 

	Date Report Completed
	 

	KHA Program Manager
	 


SECTION B — Incident Details
	Date Breach Occurred
	 

	Date Breach Discovered
	 

	Date KHA Was Notified
	 

	How Was It Discovered?
	 
 

	Description of Incident
	 
 
 

	Systems / Devices Involved
	 
 


SECTION C — PII Affected
	Type(s) of PII Accessed
	 
 

	Number of Individuals Affected (est.)
	 

	Were Records Encrypted? (Y/N)
	 

	Was the Encryption Key Compromised?
	 


SECTION D — Immediate Actions Taken
	Containment Steps Taken
	 
 
 

	Remediation Steps Taken
	 
 
 

	Cyber Insurance Carrier Notified? (Y/N)
	 

	Carrier / Claim Number
	 


SECTION E — Root Cause & Prevention
	Root Cause
	 
 
 

	Policy / Control Gap Identified
	 
 

	Corrective Actions Planned
	 
 
 

	Target Completion Date
	 


SECTION F — Signature
	Authorized Signatory Name
	 

	Title
	 

	Signature
	 

	Date
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