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	TEMPLATE INSTRUCTIONS  —  Remove this box before executing
Replace all bracketed fields with your organization’s information and the vendor’s details. Review each article and adjust obligations to match the specific services and data involved. This agreement is a template, not legal advice. Your organization should have this reviewed by qualified counsel before executing. Retain a fully executed copy in your vendor files.
Note: This agreement flows down the data security obligations your organization has accepted under your KHA-funded program contract. Vendors who handle participant PII on your behalf must meet these same standards.



DATA PRIVACY AND SECURITY AGREEMENT
Vendor Data Processing Addendum
Between [Organization Name] and [Vendor / Contractor Name]
	Provider Organization
	 

	Vendor / Contractor
	 

	Services Covered (brief)
	 

	Agreement Effective Date
	 

	Agreement Expiration Date
	 

	Underlying Contract / PO #
	 



	This Agreement is incorporated into and made part of the underlying service agreement between the parties identified above. In the event of a conflict between this Agreement and any other agreement, the terms of this Agreement govern with respect to participant data privacy and security.




RECITALS
[Organization Name] ("Provider") operates youth-serving programs funded in part by Kids Hope Alliance (KHA), a City of Jacksonville nonprofit funder. In the course of delivering those programs, Provider collects and maintains personally identifiable information ("PII") about program participants, which may include minors.
Provider has accepted data security and privacy obligations under its contract with KHA, including the KHA Data Security and Privacy Addendum (the "KHA Addendum"). Those obligations require Provider to ensure that any vendor, contractor, or subprocessor who receives or accesses participant PII on Provider's behalf is bound by equivalent protections.
[Vendor Name] ("Vendor") provides services to Provider that involve, or may involve, access to participant PII as described in Exhibit A. The parties therefore agree to the terms of this Data Privacy and Security Agreement ("Agreement") as a condition of that engagement.
ARTICLE 1  DEFINITIONS
As used in this Agreement:
1.1.  "Participant PII" or "PII" means any personally identifiable information collected on behalf of Provider in connection with KHA-funded programs, including without limitation: participant names, dates of birth, addresses, contact information, government-issued identification numbers, financial account information, biometric data, health and insurance information, and education records protected under FERPA. The full definition mirrors the KHA Addendum and applicable Florida law.
1.2.  "Authorized Purpose" means the specific services described in Exhibit A and no other purpose.
1.3.  "Authorized Person" means a Vendor employee, contractor, or agent who has a need to access PII to perform the Authorized Purpose and who has been bound in writing by confidentiality obligations consistent with this Agreement.
1.4.  "Security Breach" means unauthorized access, acquisition, disclosure, or use of PII in electronic form, or a suspected breach that Provider cannot rule out after reasonable inquiry. Good-faith access by an Authorized Person in the normal course of performing the Authorized Purpose does not constitute a Security Breach.
1.5.  "De-identified Data" means PII that has been modified by a method or technology that removes or renders unidentifiable all elements that could identify an individual, such that re-identification is not reasonably possible.
1.6.  "Subprocessor" means any third party engaged by Vendor to process PII on Vendor's behalf.
ARTICLE 2  DATA OWNERSHIP AND AUTHORIZED USE
2.1.  Ownership. All participant PII provided to or accessed by Vendor pursuant to this Agreement remains the property of Provider (and, as applicable, of KHA and the program participants themselves). Vendor acquires no ownership interest in PII by virtue of this Agreement or its performance.
2.2.  Purpose Limitation. Vendor shall process PII solely for the Authorized Purpose described in Exhibit A. Vendor shall not:
(a)  Use PII for Vendor’s own commercial purposes, product development, advertising, or analytics;
(b)  Sell, rent, license, or otherwise transfer PII to any third party;
(c)  Use PII to build profiles of individual participants for any purpose unrelated to the Authorized Purpose;
(d)  Combine PII with data from other sources in ways not authorized in writing by Provider.
2.3.  De-identified Data. Vendor may use properly de-identified data for internal analytics and product improvement, provided that Vendor does not attempt to re-identify individuals and does not share de-identified data in any form that allows re-identification.
2.4.  No Targeted Advertising. Vendor shall not use PII, or permit any Subprocessor to use PII, to serve targeted advertising to participants, their family members, or any other individual.
ARTICLE 3  CONFIDENTIALITY AND ACCESS CONTROLS
3.1.  Confidentiality Obligation. Vendor shall keep all PII strictly confidential and shall not disclose PII to any person or entity other than Authorized Persons, except as required by applicable law or expressly authorized in writing by Provider.
3.2.  Authorized Persons. Before granting any employee, contractor, or agent access to PII, Vendor shall:
(a)  Confirm that access is necessary to perform the Authorized Purpose;
(b)  Bind that individual in writing to confidentiality obligations at least as protective as those in this Agreement;
(c)  Revoke access promptly upon termination of that individual’s role or need.
3.3.  Legal Demands. If Vendor receives a subpoena, court order, or other legal demand to disclose PII:
(a)  Vendor shall notify Provider immediately, and in no case later than 48 hours after receipt, unless prohibited by law;
(b)  Vendor shall not disclose PII until Provider has had a reasonable opportunity to seek a protective order or other appropriate relief;
(c)  If disclosure is ultimately required, Vendor shall disclose only the minimum PII necessary to satisfy the demand and shall notify Provider of what was disclosed.
ARTICLE 4  SECURITY REQUIREMENTS
4.1.  General Standard. Vendor shall implement and maintain administrative, technical, and physical safeguards appropriate to the nature and sensitivity of the PII processed, and at minimum those required by applicable law, including Florida’s Information Protection Act (Fla. Stat. § 501.171).
4.2.  Minimum Required Controls. Vendor shall maintain, at minimum, the controls listed below. These controls mirror Provider’s obligations under the KHA Data Security and Privacy Addendum and flow down to all parties handling participant PII on Provider’s behalf.

	Control
	Minimum Requirement

	M1
	Appoint a cybersecurity point person with accountability for data security practices covering systems that process PII under this Agreement.

	M2
	Require multi-factor authentication (MFA) for access to email and all platforms that store, process, or transmit PII.

	M3
	Maintain an inventory of all hardware, software, databases, and applications used to store, process, or transmit PII under this Agreement.

	M4
	Implement least-privilege access controls: limit PII access to personnel with a demonstrated need; review and update permissions at least quarterly.

	M5
	Require named (individual) accounts for all access to PII systems. Shared or generic accounts that can access PII are prohibited.

	M6
	Enforce a minimum password length of 12 characters on all systems containing PII; change all default passwords before use.

	M7
	Train all Authorized Persons annually on PII security, phishing recognition, and breach reporting procedures.

	M8
	Revoke departing personnel’s access to all PII systems by the end of their last day of employment or engagement.

	M9
	Encrypt PII in transit, in use, and at rest. Properly encrypted data whose keys are not compromised may qualify as a safe harbor under Florida law.

	M10
	Maintain separate administrative accounts distinct from standard user accounts. Do not use administrative credentials for routine daily work.

	M11
	Implement account lockout after a defined number of consecutive failed login attempts (e.g., 5 attempts within 2 minutes).

	M12
	Apply security patches and software updates to systems processing PII on a regular schedule; enable automatic updates where feasible.

	M13
	Maintain physical security of assets storing PII: do not leave devices unattended in public; lock paper records in secured cabinets; enforce a remote work policy for personnel handling PII off-site.



4.3.  Encryption in Transit. All transmission of PII over public or untrusted networks shall use current TLS encryption (TLS 1.2 or higher).
4.4.  Subprocessors. Vendor shall flow down all security requirements in this Article to any Subprocessor that receives or accesses PII. Vendor remains fully responsible for each Subprocessor’s compliance as if it were Vendor’s own.
4.5.  Cyber Insurance. Vendor is strongly encouraged to maintain cyber liability insurance with limits appropriate to the nature and volume of PII processed. Provider may request evidence of coverage upon reasonable notice.
ARTICLE 5  SECURITY BREACH PROCEDURES
5.1.  Vendor Notification to Provider. Vendor shall notify Provider of any confirmed or reasonably suspected Security Breach without delay, and in no event later than 48 hours after Vendor becomes aware of the incident. Notification shall be made to:

	Primary Contact (Name / Title)
	 

	Email (request read receipt)
	 

	Phone (if email unavailable)
	 



5.2.  Content of Notification. The initial notification shall include, at minimum:
(a)  The date, estimated date, or estimated date range of the Security Breach;
(b)  A description of what occurred and how the breach is believed to have happened;
(c)  A description of the PII that was or is reasonably believed to have been accessed or acquired;
(d)  An estimate of the number of individuals affected, if known;
(e)  Immediate containment steps Vendor has taken or is taking.
Vendor may provide an initial notification with available information and supplement it as additional facts become known.
5.3.  Coordination. Vendor shall coordinate with Provider before notifying any third party (including affected individuals, regulators, or law enforcement) about a Security Breach involving Provider’s PII, to the extent legally permissible. Provider will coordinate with KHA as required under Provider’s program contract.
5.4.  Remediation. Vendor shall take immediate steps to contain the breach, prevent further unauthorized access, and remediate the cause at Vendor’s sole expense. Vendor shall provide Provider with a written remediation report within 30 days of the breach.
5.5.  Costs. All costs associated with a Security Breach caused or contributed to by Vendor, including but not limited to forensic investigation, notification, credit monitoring, regulatory response, and legal fees, shall be borne solely by Vendor.
ARTICLE 6  INDIVIDUAL ACCESS AND CORRECTION RIGHTS
6.1.  Access. Provider may request a copy of any PII held by Vendor relating to a specific participant. Vendor shall provide the requested data within 10 business days of the request.
6.2.  Correction. If Provider identifies erroneous PII in Vendor’s possession, Vendor shall correct the record within 10 business days of written notice from Provider.
6.3.  Deletion. Provider may request deletion of any PII held by Vendor, subject only to:
(a)  Legal obligations requiring retention under applicable state or federal law;
(b)  Backup copies stored in a disaster recovery system that is inaccessible to the public and not used in the normal course of business, which shall be deleted on the next scheduled purge cycle.
Vendor shall confirm in writing the completion of any deletion within 10 business days of the request.
ARTICLE 7  DATA RETURN AND DISPOSAL ON TERMINATION
7.1.  Return. Upon expiration or termination of this Agreement, Vendor shall, at Provider’s election, return all PII to Provider in a commonly usable electronic format or securely destroy it.
7.2.  Destruction. If Provider elects destruction, Vendor shall destroy all PII (including copies, backups, and Subprocessor copies) by a method that renders the data unreadable and unrecoverable, such as cryptographic erasure, secure overwrite, or physical destruction of media. Vendor shall provide written certification of destruction within 30 days of the Agreement’s end date.
7.3.  No Residual Use. Following termination, Vendor shall not retain, use, or transfer any PII for any purpose, except as required by law. Any legally required retention shall be disclosed to Provider in writing and shall remain subject to the confidentiality and security obligations of this Agreement.
ARTICLE 8  AUDIT RIGHTS AND COOPERATION
8.1.  Self-Certification. Upon Provider’s request (no more than once per calendar year, absent a Security Breach), Vendor shall provide a written certification that it remains in compliance with the security controls in Article 4.
8.2.  Documentation. Vendor shall maintain records sufficient to demonstrate compliance with this Agreement and shall make those records available to Provider upon reasonable written request.
8.3.  Third-Party Audit. In the event of a confirmed Security Breach, or upon reasonable belief that Vendor is not in compliance with this Agreement, Provider may require Vendor to undergo a third-party security assessment at Vendor’s expense. Provider shall provide at least 10 business days’ notice of such a requirement.
ARTICLE 9  COMPLIANCE WITH APPLICABLE LAW
9.1.  Both parties shall comply with all applicable federal and state laws governing the privacy and security of the PII processed under this Agreement, including without limitation:
1. Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g, to the extent PII includes education records;
1. Health Insurance Portability and Accountability Act (HIPAA), to the extent PII includes protected health information;
1. Florida Information Protection Act (FIPA), Fla. Stat. § 501.171;
1. Florida Student Online Personal Information Protection Act (SOPIPA), to the extent applicable;
1. Any other applicable federal, state, or local law or regulation.
9.2.  Each party is responsible for its own compliance. This Agreement does not transfer any compliance obligation from one party to the other.
ARTICLE 10  REPRESENTATIONS AND WARRANTIES
10.1.  Vendor represents and warrants that:
(a)  It has the authority to enter into this Agreement and to perform its obligations hereunder;
(b)  It has implemented and will maintain the security controls described in Article 4 throughout the term of this Agreement;
(c)  It will promptly notify Provider of any material change to its security posture that may affect the protection of PII;
(d)  To its knowledge, there are no pending or threatened legal actions, regulatory investigations, or security incidents that would materially affect Vendor’s ability to protect PII as required by this Agreement.
10.2.  Provider represents and warrants that:
(a)  It has the authority to share PII with Vendor for the Authorized Purpose;
(b)  It will provide Vendor only the minimum PII necessary for the Authorized Purpose.
ARTICLE 11  GENERAL PROVISIONS
11.1.  Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the State of Florida, without regard to its conflict-of-law provisions.
11.2.  Precedence. In the event of any conflict between this Agreement and any other agreement between the parties relating to PII, the terms of this Agreement govern.
11.3.  Severability. If any provision of this Agreement is held invalid or unenforceable by a court of competent jurisdiction, that provision shall be modified to the minimum extent necessary to make it valid and enforceable, and the remaining provisions shall continue in full force and effect.
11.4.  Amendment. This Agreement may be amended only by a written instrument signed by authorized representatives of both parties.
11.5.  Entire Agreement. This Agreement, together with the underlying service agreement and Exhibit A, constitutes the entire agreement between the parties with respect to the subject matter hereof and supersedes all prior discussions, representations, and agreements on that subject.
11.6.  Notices. All notices required under this Agreement shall be in writing and delivered by email with read receipt or by certified mail to the addresses set forth in Exhibit A.
11.7.  No Waiver. Failure by either party to enforce any provision of this Agreement shall not constitute a waiver of the right to enforce that provision in the future.
11.8.  Survival. Articles 2 (Data Ownership), 3 (Confidentiality), 5 (Breach Notification), 7 (Data Disposal), 8 (Audit Rights), and 10 (Representations) shall survive the termination or expiration of this Agreement.


SIGNATURES
The parties, by their authorized representatives, agree to the terms of this Data Privacy and Security Agreement as of the Effective Date indicated on page 1.

	PROVIDER ORGANIZATION
	VENDOR / CONTRACTOR

	Organization:
[Organization Name]
	Organization:
[Vendor Name]

	Signature:
 
	Signature:
 

	Printed Name:
 
	Printed Name:
 

	Title:
 
	Title:
 

	Date:
 
	Date:
 




EXHIBIT A  —  Description of Services, Data Elements, and Contacts
Complete this exhibit fully before executing the Agreement. It defines the scope of what data is shared, for what purpose, and who to contact.
A.1  Description of Services
	Service Description
	 
 
 

	Service Start Date
	 

	Service End Date
	 

	Underlying Contract / PO #
	 


A.2  PII Elements Shared
Check all that apply and describe specifics in the Notes column.
	
	PII Category
	Notes / Specifics

	☐
	Participant names
	 

	☐
	Dates of birth
	 

	☐
	Addresses / contact information
	 

	☐
	Government-issued ID numbers (SSN, student ID, etc.)
	 

	☐
	Education records (FERPA-protected)
	 

	☐
	Health or insurance information (HIPAA-protected)
	 

	☐
	Financial account information
	 

	☐
	Program enrollment and attendance data
	 

	☐
	Behavioral or disciplinary records
	 

	☐
	Other (describe in Notes)
	 


A.3  Contact Information
	PROVIDER — Primary Data Contact
	

	Name / Title
	 

	Email
	 

	Phone
	 

	VENDOR — Privacy / Security Contact
	

	Name / Title
	 

	Email
	 

	Phone
	 

	VENDOR — Breach Notification Contact
	

	Name / Title
	 

	Email (include read-receipt instructions)
	 

	Phone (24/7 emergency)
	 




EXHIBIT B  —  Vendor Security Controls Certification
Vendor shall complete and sign this certification at execution and annually thereafter. Provider may request updated certifications at any time following a Security Breach or material change to Vendor’s systems.
	Control
	Requirement
	Status (Met / Partial / Not Met)
	Notes / Evidence

	M1
	Designated cybersecurity point person
	 
	 

	M2
	MFA on email and all PII systems
	 
	 

	M3
	PII inventory maintained
	 
	 

	M4
	Least-privilege access controls with quarterly review
	 
	 

	M5
	Named accounts only; no shared logins for PII
	 
	 

	M6
	12-character minimum passwords; defaults changed
	 
	 

	M7
	Annual PII security training for all Authorized Persons
	 
	 

	M8
	Same-day access revocation for departing personnel
	 
	 

	M9
	Full-disk encryption on all devices with PII
	 
	 

	M10
	Admin accounts separate from standard user accounts
	 
	 

	M11
	Account lockout after failed login attempts
	 
	 

	M12
	Regular patching and software updates
	 
	 

	M13
	Physical security controls; remote work policy in place
	 
	 



The undersigned certifies on behalf of Vendor that, to the best of their knowledge, the information above is accurate as of the date signed.

	Vendor Organization
	 

	Certified By (Name)
	 

	Title
	 

	Signature
	 

	Date
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