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Staff Offboarding Procedure
Data Access Revocation Checklist & Log
aDEPARTING STAFF INFORMATION
	Staff Name
	 

	Title / Role
	 

	Last Day of Employment
	 

	Notice Received By
	 

	Cybersecurity Point Person
	 

	HR / Manager
	 


CHECKLIST
Before Last Day  (HR / Manager responsibility)
Complete these steps as soon as departure is confirmed.
	
	Action
	Notes
	Completed By / Time

	☐
	Notify Cybersecurity Point Person of departure date
	Do this immediately upon confirmation
	 

	☐
	Confirm all systems this person can access 
	Review inventory together
	 

	☐
	Arrange device return (laptop, phone, badge)
	Confirm return date
	 

	☐
	Communicate offboarding schedule to IT volunteer if applicable
	
	 


Last Day  (Cybersecurity Point Person + Manager — complete by end of business)
Access must be revoked by end of the employee's last day. Log each action below.
	
	Action
	Notes
	Completed By / Time

	☐
	Revoke email account access
	Disable account; do not delete — preserve for 30 days
	 

	☐
	Revoke MFA tokens / authenticator app enrollment
	Remove from all MFA systems
	 

	☐
	Revoke access to all cloud apps and platforms with PII
	Reference PII Inventory for complete list
	 

	☐
	Revoke access to shared drives and file storage
	Google Drive, OneDrive, Dropbox, etc.
	 

	☐
	Revoke access to any case management or database systems
	
	 

	☐
	Revoke physical access (building badge, key fob, key code)
	
	 

	☐
	Collect devices: laptop, phone, USB drives, printed files
	Log serial numbers
	 

	☐
	Change any shared passwords the role used 
	If shared logins existed, change them immediately
	 

	☐
	Update PII Inventory to remove this person's access entries
	
	 

	☐
	Update Access Review log to reflect removal
	
	 

	☐
	Forward or archive email if required by policy
	Coordinate with manager
	 


Within 48 Hours  (Cybersecurity Point Person)
	
	Action
	Notes
	Completed By / Time

	☐
	Audit access logs to confirm revocation is complete
	Check for any logins after last day
	 

	☐
	Confirm no active sessions remain in cloud systems
	Force sign-out if available
	 

	☐
	File completed checklist with dated log entry
	
	 


COMPLETION LOG
Complete after all actions above are finished. This record documents compliance with Addendum M8.
	Date All Access Revoked
	 

	Devices Returned (Y/N)
	 

	Any Shared Passwords Changed? (Y/N)
	 

	PII Inventory Updated? (Y/N)
	 

	Access Review Log Updated? (Y/N)
	 

	Any Issues / Anomalies Found?
	 
 
 

	Completed By (Name)
	 

	Completed By (Signature)
	 

	Date Completed
	 


Important: If departing staff had access to systems with PII and any anomaly is found (e.g., data export, access after departure), treat as a potential security breach and follow the Breach Response Checklist.
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