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Password Policy & Passphrase Guide
Protecting Access to Participant Data
THE REQUIREMENTS  (What the Addendum requires)
	Requirement
	Details

	Minimum 12 characters
	Required for any system storing, processing, or transmitting PII

	Change all default passwords
	Factory-default passwords on routers, apps, and devices must be changed immediately

	No shared credentials for PII
	Each person must have their own named account

	No plaintext storage
	Do not store passwords in Excel, Word, sticky notes, or email drafts

	Recommended: use a password manager
	Secure vault, MFA-protected; examples: Bitwarden, 1Password, Dashlane


THE PASSPHRASE METHOD  (Better than complex passwords)
A passphrase is a sequence of 3–5 random, unrelated words. It is easier to remember than a string of symbols and characters, yet far harder to crack because of its length.
How to create one: Pick random words that are NOT a phrase, quote, or song lyric. Add a number and a special character.
	Strength
	Type
	Example

	❌ WEAK
	Short / simple
	Summer1!

	❌ WEAK
	Personal info-based
	Jax2024!

	❌ WEAK
	Common phrase
	ILoveCoffee!

	✅ STRONG
	Strong passphrase
	BlueBananaRiver!2026

	✅ STRONG
	Strong passphrase
	Pencil#Sunrise!Cloud9

	✅ STRONG
	Strong passphrase
	Marble$Rocket7Fence!


WHAT MAKES A PASSWORD WEAK   (Avoid these)
	❌  NEVER USE
1. Your name, birthdate, or pet's name
1. Your organization's name or address
1. Common words: 'password', 'admin', 'login'
1. Keyboard patterns: 'qwerty', '123456', 'abc123'
1. The same password on multiple accounts
1. Any default password left unchanged
1. Your email address as your password
	✅  ALWAYS DO
1. Use a unique password for every account with PII
1. Use a passphrase (3–5 random words + number + symbol)
1. Store passwords only in a password manager
1. Enable MFA on every account that supports it
1. Change passwords immediately if you suspect exposure
1. Change default passwords on new devices right away
1. Use your password manager's 'generate' feature


DEFAULT PASSWORDS — CHANGE THESE IMMEDIATELY
Many security breaches happen because default passwords are never changed. These are common examples:
	Device / System
	Common Default (DO NOT USE)
	Action

	Wi-Fi router admin
	admin / password / 1234
	Change admin login in router settings

	Copier / printer
	admin / 1234 / 0000
	Check model manual; change immediately

	Cloud app trial accounts
	welcome / changeme
	Change at first login

	Database systems
	root / sa / admin
	Change before putting any data in

	NAS / backup drives
	admin / password
	Change before storing any files


PASSWORD MANAGERS 
A password manager is a secure app that stores all your passwords in an encrypted vault. You remember one strong master password; the manager handles the rest.
	Option
	Cost (approx.)
	Notes

	Bitwarden
	Free (personal); ~$6/user/month (Enterprise)
	Open source; highly rated; 

	1Password
	~$3–5/user/month
	Strong team/org features

	Dashlane
	~$3–5/user/month
	Good for nonprofits; check for discounts


Critical: Enable MFA on your password manager vault. If your vault is compromised without MFA, every account is at risk.
QUICK REFERENCE — Print & Post
	Password Checklist
☐  12+ characters
☐  Changed all defaults
☐  Unique per account
☐  Stored in password manager
☐  MFA enabled on all PII accounts
☐  No passwords in spreadsheets or notes
	Passphrase Formula
Word + Word + Word + Number + Symbol
Example:
BlueBananaRiver!2026
16 characters • Mixed case • Number • Symbol
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