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Remote Work & Data Security Policy
Safe Handling of Participant and Program Data Off-Site
	TEMPLATE INSTRUCTIONS  —  Remove this box before distributing
Replace all bracketed fields (e.g., [Organization Name], [Cybersecurity Point Person]) with your organization’s specific information. Review each section and adjust rules to match your actual systems and setup. Once complete, have all staff who handle participant data off-site sign the acknowledgment at the end. Retain signed copies in personnel files.



	Policy Owner
	[Executive Director / Operations Lead]

	Cybersecurity Point Person
	[Name] | [Email] | [Phone]

	Effective Date
	[Date]

	Last Reviewed
	[Date]

	Next Review Due
	[Date — review annually]


1.  PURPOSE
[Organization Name] handles sensitive personal information about the youth, families, and community members we serve. We are committed to protecting that information wherever our work takes us — including when staff work from home, in the field, or at other off-site locations.
This policy establishes the rules every staff member, volunteer, and contractor must follow when accessing or handling participant data outside of our primary office. It applies to digital data (files, email, applications) and physical records alike.
2.  WHO THIS APPLIES TO
This policy applies to anyone who accesses participant or program data off-site, including:
1. Full-time and part-time employees
1. Volunteers with access to participant data
1. Contractors or consultants handling program records
It covers any access to:
1. Participant records (names, contact information, program enrollment, health or education information)
1. Organizational email accounts that may contain participant data
1. Cloud applications, shared drives, or databases containing program data
1. Printed or handwritten records containing participant information
3.  APPROVED DEVICES & CONNECTIONS
3.1  Devices
	Device Type
	Policy

	Organization-issued devices
	Approved for off-site use when configured per this policy (encryption on, MFA active, screen lock set)

	Personal devices
	[Choose one and delete the other] Option A: Not permitted for accessing participant data systems under any circumstances. Option B: Permitted only with prior written approval from [Cybersecurity Point Person], and only when device encryption and MFA are confirmed active.

	USB / portable drives
	Must be encrypted. No participant data may be stored on unencrypted portable media.


3.2  Network Connections
Most modern applications use encrypted connections (HTTPS/TLS), which means the network itself can't read your data in transit. Public Wi-Fi is generally fine for work on these applications. The real concerns are narrower:
	Situation
	Guidance

	Home or trusted network
	Fine for all work. Ensure your home Wi-Fi uses a strong, unique password.

	Public Wi-Fi (coffee shop, library, hotel, airport)
	Generally acceptable for encrypted apps (email, cloud platforms, databases). Be aware of your surroundings — shoulder surfing is the real risk in public spaces. Position your screen so others cannot see it.

	Unfamiliar or unsecured networks
	Be cautious of networks with generic names (e.g., “Free Airport WiFi”) that could be rogue access points. When in doubt, use your phone’s mobile hotspot instead.

	Mobile hotspot
	A reliable fallback when network trustworthiness is uncertain.


One absolute rule regardless of network: do not access participant data on shared or public computers (hotel business centers, library terminals, etc.).
4.  HANDLING PARTICIPANT DATA OFF-SITE
4.1  Digital Data
	✅  DO
1. Lock your screen whenever you step away (Windows: Win+L — Mac: Ctrl+Cmd+Q)
1. Log out of data systems when you are finished working
1. Use only organization-approved cloud storage for participant files
1. Report a lost or stolen device to [Cybersecurity Point Person] immediately — same day
	❌  DO NOT
1. Forward participant data to a personal email account (Gmail, Yahoo, etc.)
1. Save participant files to personal cloud storage (personal Google Drive, iCloud, Dropbox)
1. Access participant data on shared or public computers
1. Leave your device unattended in a vehicle, bag, or public space


4.2  Physical Records
	✅  DO
1. Keep printed participant records secure and out of public view at all times
1. Return printed records to the office or a locked location as soon as they are no longer needed off-site
1. Shred documents with participant information when no longer needed — use a cross-cut shredder
	❌  DO NOT
1. Leave printed participant records in your car, bag, or any publicly visible location
1. Photograph or scan participant records on a personal device
1. Dispose of participant records in regular recycling or trash


5.  REQUIRED SECURITY CONTROLS FOR OFF-SITE WORK
All staff working off-site with participant data must maintain the following at all times:
	Control
	Requirement

	Multi-factor authentication (MFA)
	MFA must be active on email and all systems containing participant data. Do not approve unexpected MFA prompts.

	Device encryption
	Full-disk encryption must be enabled on all laptops and phones used for participant data. Windows: BitLocker. Mac: FileVault. Verify this is on before working off-site.

	Strong password / passphrase
	12 characters minimum. Use a password manager. Never write passwords on paper or store them in a document.

	Screen lock
	Auto-lock must be set to 5 minutes or less. Lock manually whenever stepping away.

	Named accounts only
	Use your own individual login. Do not share accounts or credentials with anyone.

	Secure disposal of physical records
	Shred paper documents containing participant information. Do not photograph records on a personal device.

	Software up to date
	Keep your device’s operating system and apps updated. Apply updates promptly; do not defer indefinitely.


6.  REPORTING A SECURITY INCIDENT WHILE OFF-SITE
If a device is lost or stolen, or if you believe participant data may have been accessed, viewed, or exposed without authorization:
1. Contact [Cybersecurity Point Person] immediately: [Phone / Email]. Do not wait until you return to the office.
1. Do not attempt to recover or investigate on your own — report first.
1. If participant data was involved, our organization is required to report the incident to our program funder within 48 hours. Your prompt report makes that possible.
1. Preserve any evidence — do not delete files, emails, or logs.
Incidents will be handled with care. The goal is to protect the people we serve, not to punish staff for honest mistakes. Report quickly.
7.  SOFTWARE UPDATES & PATCHING
Outdated software is one of the most common causes of preventable security incidents. Staff are responsible for keeping their assigned devices current.
1. Enable automatic updates on your device’s operating system wherever possible.
1. Apply available updates within [X days — suggest: 14 days] of notification.
1. Do not defer updates indefinitely. If an update causes a problem, report it to [Cybersecurity Point Person] rather than skipping it.
1. Cloud applications and browser extensions should also be kept current.
[Organization Name] will conduct a monthly review of device update status. [Cybersecurity Point Person] will follow up with any staff whose devices are out of date.
8.  VIOLATIONS
Violations of this policy may result in disciplinary action up to and including termination, consistent with our personnel policies. If a violation results in the unauthorized disclosure of participant data, our organization may be required to notify affected individuals and take corrective action at our expense.
If you are unsure whether something is permitted under this policy, ask [Cybersecurity Point Person] before proceeding.
9.  QUESTIONS & POLICY INFORMATION
	Questions about this policy
	Contact [Cybersecurity Point Person]: [Email] | [Phone]

	Policy owner
	[Executive Director / Operations Lead]

	Effective date
	[Date]

	Last reviewed
	[Date]

	Next review due
	[Date — review annually]


STAFF ACKNOWLEDGMENT
By signing below, I confirm that I have read and understood this Remote Work & Data Security Policy. I agree to follow these rules whenever I access participant or program data outside of the organization’s primary office. I understand that violations of this policy may result in disciplinary action.

	Staff Name
	 

	Title / Role
	 

	Date
	 

	Signature
	 



Retain a signed copy in the staff member’s personnel file. Re-obtain signatures annually when the policy is reviewed.
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